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Overview

Internal controls are processes that support an insti-
tution’s efforts to attain objectives, maintain relia-
ble financial and managerial reporting, safeguard
resources, and minimize reputational and financial
damage by preventing or detecting errors or irregu-
larities. Internal controls promote compliance with
laws and regulations as well as policies and proce-
dures. Furthermore, internal controls allow banks
to more effectively adapt to changing priorities,
leadership, business models, and economic and
competitive environments. Effective internal con-
trols are one of the key foundations of a safe and
sound financial institution with a strong compliance
posture.

The purpose of this document is to describe 1)
common elements of an effective internal control
framework, 2) the process used by examiners to
assess a bank’s internal controls, and 3) common
areas identified by examiners where banks could
strengthen their control functions.

Expectations for Banks

It is the responsibility of an institution’s board of
directors and senior managers to consider the cost
of implementing and maintaining strong controls
versus the potential impact from the risk of lax or
weak internal controls. Community banks are ex-
pected to have effective internal controls integrated
with core processes that are adequate for the nature
and scope of their businesses.

Community banks should adopt a recognized inter-
nal control framework that is appropriate for their
needs and for safe and sound operations. The
Committee of Sponsoring Organizations (COSO) of
the Treadway Commission’s Internal Control--
Integrated Framework is an example of one such
method that many banks have found to be useful'.
Although this framework is used by multi-billion
dollar financial institutions, it is flexible enough to
work effectively at a bank with only $25 million in
total assets as well.
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As depicted in Figure 1, the COSO framework in-
cludes five internal control elements. These ele-
ments can be tailored based on the size and com-
plexity of the bank.

e Control Environment — The board of directors
and senior managers are responsible for identi-
fying the bank’s key business strategies, objec-
tives, and goals. Board members should tailor
the control framework to influence the bank’s
philosophy, culture, and ethics with the goal of
establishing and maintaining an appropriate
control environment.

e Risk Assessment — The board of directors and
senior managers should timely assess the risks
at the entity level as well as the risks inherent
in the activities and processes managed. After
identifying the risks, the board of directors and
senior managers should determine the bank’s
risk tolerance and establish risk measurement
practices that are appropriate for their organiza-
tion.

e Control Activities — Control activities can con-

FedLinks is intended to highlight the purpose of supervisory policy and guidance for community
banking organizations. FedLinks does not replace, modify, or establish new supervisory policy or
guidance.
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sist of a mix of preventative and detective con-

trols and can be manual or automated. Control
activities are performed at all levels of the en-
tity, at various stages within business process-
es, and across the technology environment.
As risk exposures change, management should
determine whether new and/or altered control
activities are needed to manage the level of
risk. Examples of key control activities are
listed in Figure 2 on page 4.

o Information and Communication — Infor-
mation required to successfully achieve the
organization's control objectives should typi-
cally be stored in a management information
system and disseminated to bank personnel as
appropriate in a timely manner. Sensitive in-
formation also needs to be protected and con-
trolled.

e  Monitoring Activities — Monitoring of con-
trols is often carried out within the business
lines and by the audit function. Results of
business line self-assessments and audit re-
views should be communicated to the board
and senior management in a timely manner.
However, some smaller banks do not have an
independent internal audit department. If a
bank does not have an internal audit depart-
ment, the bank should ensure appropriate re-
view activities are built into operations, are
ongoing, and are performed relative to the na-
ture and scope of its activities. In addition to
assessing the effectiveness of controls, moni-
toring activities often help institutions identify
and manage areas with higher risk. For exam-
ple, periodic fair lending assessments of loan
denials and comparative file reviews are im-
portant to assist institutions in identifying,
managing, and controlling their fair lending
risk.

Examiner Assessment of Internal
Controls

During each examination and as part of ongoing
monitoring, examiners evaluate whether a bank’s

internal control function is effective. This begins
with analysis of the organization’s control environ-
ment and monitoring activities. As part of this as-
sessment, examiners will determine whether work
has been performed by the bank’s functions (such as
credit or compliance reviews and audit) that they
might be able to use in their examination work. This
information will assist in determining the examina-
tion scope. Although internal controls are broadly
reviewed during each examination cycle, examiners
will often focus the internal control assessment on
one or more high-risk business activities, such as
loan, wire transfer, or overdraft processing. Work
performed often includes analysis and documenta-
tion of business processes and transaction flows to
determine whether controls exist and are functioning
properly. In addition, mitigating controls are typi-
cally considered and transaction testing is often con-
ducted.

Observations on Internal Controls

What are some common observations made by ex-
aminers regarding areas where banks could strength-
en their internal control functions?

e  Risks and internal controls should be linked.
For example, competitive pressures often
prompt a reassessment of strategy, business
processes, and product offerings. When a new
business or product strategy is being consid-
ered, the board and senior managers should
ask: What are the major risks of this plan? How
much risk exposure are we willing to accept?
Which laws, regulations, or supervisory guid-
ance is applicable? What mitigating controls
need to be in place to effectively limit these
risks? How will we know if these controls are
working effectively? By carefully considering
risks as part of the planning process, controls
can be built into the design, and ongoing moni-
toring can reveal when activities and results are
missing their intended goals so that corrective
actions can be more promptly initiated.

o  Weaknesses in internal controls can be a sign
of broader financial problems and vice versa.
For example, during economic downturns in
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which banks have struggled with asset quality
problems, examiners have noted that it is not

uncommon to find deficient internal controls
in connection with significant asset quality
problems at troubled banks.

Built-in system controls are often more effec-
tive than manual controls. The use of system
controls that eliminate the need for manual en-
tries often improves compliance with both in-
ternal policies and regulatory requirements.
For example, automated check holds that pre-
fill hold notices and place holds on funds
eliminate the potential for human error.
Consumer fairness should be emphasized.
Given the increasing regulatory focus on con-
sumer fairness, the internal controls function
should include activities designed to identify
and mitigate unfair, deceptive, and abusive
acts or practices. For example, a robust com-
plaints monitoring program could help institu-
tions identify and respond to bank practices
that unfairly target or cause harm to consum-
ers.

Monitoring is more than information flow.
Monitoring of the internal control system
should occur on an ongoing basis. Evaluations
should be performed regularly to determine
whether the components of internal control are
present and functioning. This might often in-
volve automated processes built into opera-
tions that focus on deviations from established
norms.

Internal audit is not solely—or even primari-
ly—responsible for internal controls. While
internal audit might be involved in assessing
risk and reporting on internal controls, audit is
an independent assurance function rather than
an internal control activity. Control activities
are primarily the responsibility of management
and should be embedded in business opera-
tions.

Inherent Limitations

The actions of bank personnel can limit the effec-
tiveness of the established controls. For instance:

o Management Override — Even an institution
with an effective internal control system may
have a manager who is willing and in the posi-
tion to override internal controls. There is a
risk that a dominant official may overrule exist-
ing policies and procedures for illegitimate
purposes with the intent of personal gain or to
conceal financial results or compliance status.
In addition to financial loss, the overrides may
increase the potential for the unfair treatment of
consumers.

e Collusion — When persons act collectively to
perpetrate and conceal an action from detec-
tion, they can often alter financial data or other
management information so that it cannot be
identified by the control system.

Resources and Guidance

The Federal Reserve issued SR letter 95-51, “Rating
the Adequacy of Risk Management Processes and
Internal Controls at State Member Banks and Bank
Holding Companies,” dated November 14, 1995,
which emphasizes the importance of sound risk
management processes and strong internal controls.
Specific internal control guidance is also found in
the Federal Reserve System’s Commercial Bank

Examination Manual, Section 1010.1, “Internal Con-

trol and Audit Function, Oversight, and Outsourc-
ing.”

Policy statements on specific topics such as trading
operations, structured finance activities, and audit
functions also discuss internal control guidance.
Community banks are encouraged to visit the Board
of Governors of the Federal Reserve System’s web-

site to access related Supervision and Regulation

letter guidance to further develop their understand-
ing of supervisory expectations for internal controls.
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Examples of Key Internal Control Activities

Adequate safeguards over access to and use of physical and electronic assets and records

o Controlled access to documents, records, and assets is an institution’s foremost defense against fraud and
abuse. Both physical and electronic measures may be necessary to properly protect the bank’s assets.

o Automated processes and system controls often improve an institution’s compliance with regulatory re-
quirements. For example, built-in system controls may help identify when and which disclosures are re-
quired and may be set up to prepare the disclosures based on product parameters.

o Other system controls can be used to help analyze large volumes of data. For example, automated tools,
such as those used to identify suspicious transactional activity, may help institutions comply with Bank
Secrecy Act requirements.

o Administrative passwords should be controlled, and changes in records and computer system access con-
trol reports monitored regularly.

Appropriate segregation and rotation of duties

o Persons with both access to assets and the ability to manipulate the related financial records may have
the opportunity to misappropriate bank assets and/or conceal losses.

o Systems should be in place to prevent or appropriately limit access to both assets and the related finan-
cial records.

o Duties should be logically separated (whether manually or through automated applications) to reduce the
risk of fraud and other inappropriate actions.

o Employees in sensitive positions or risk-taking activities should not have absolute control over such are-
as.

Restrictions on conflicts of interest

o Conflicts of interest create the potential that an employee will act in his or her own interest (or that of a
related or affiliated party) rather than in that of the institution.

o Systems should be in place to restrict employees from engaging in inappropriate transactions or transac-
tions with affiliated or related parties.

Appropriate establishment and enforcement of authority and risk limits

o Institutions should implement a process for reviewing compliance with approved limits, along with fol-
low-up procedures for instances of non-compliance.

o Approval and authorization requirements for transactions over certain limits ensure that management at
the appropriate levels is aware of the situation and establish accountability.

Adequate staffing levels and expertise

o An understaffed institution may find employees taking shortcuts to accomplish assigned tasks, resulting
in breaches of controls and system overrides.

o Internal control procedures are much less valuable when performed mechanically, without appropriate
skepticism and judgment.

o Employees should investigate issues identified and take appropriate action. Therefore, personnel must
understand their roles in the control system, how their activities relate to others, and their accountability
for the control activities they conduct.

o In order to maintain appropriate levels of expertise, adequate training should be provided.
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